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Abstract 
 

Nowadays, with the rapid prevalence of networked machines and Internet 

technologies Intrusion Detection Systems IDS are in demand. Consequently, 

numerous illicit activities of external and internal attackers need to be detected. 

Thus, the earlier detection of such illicit activities is necessary for protecting data 

and information.  In this thesis, we investigate the use of the Cuttlefish 

optimization algorithm CFA as a tool for rule generator to solve the intrusion 

detection problem. To the best of our knowledge, this is the first attempt to use the 

CFA as a data mining tool in this area of research (intrusion detection). Motivated 

by the successful use of CFA for feature selection and feature generation, the 

present work investigates the use of CFA as a rule generator.  

     The generated rule will be presented by two vectors (Max and Min), where the 

values of Max (i) and Min (i) presents the maximum and the minimum value of 

feature i that are belonging to class C. KDD Cup 99 dataset which was used to test 

the efficiency of the proposed method that  based on different evaluation methods. 

The new method performance was compared with some of traditional well-known 

algorithms namely Decision Tree (DT), Naïve Bayes (NB), Support Vector 

Machine (SVM) and K-Nearest Neighborhood (KNN). After comparing the 

proposed method with the performance of other traditional algorithms; the 

experimental results showed that the proposed CFA classification method illustrate 

a good classification performance in term of (TPR, FPR, Precision, AUC, and 

Recall ) which successfully classified the KDD Cup 99 data, and it gives a good 

result where the TPR was varied between 91.24 and 92.71. In addition, the 

proposed CFA classification method provides much better results than the 

performance of other methods (DT, SVM, KNN, and NB). 
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CHAPTER ONE 
 

INTRODUCTION  

1.1 An Overview 

Due to the rapid spread of the network, the high usage of the internet, and the high 

rate of information sharing on the web led to make the network security one of the 

most common challenges for all the networks of companies and institutions [1] [2]. 

Network attacks have become more pervasive in the cyber world; for all the 

networks of companies and institutions the security has becomes an important 

issue. Each new security technology has some troubles in design, making it a target 

for attacks and criminals, so as to protect the important data, and to protect 

computer systems from different computer viruses and different cyber-attacks, 

therefore, it is important to have detection systems [3]. Intrusion Detection 

Systems (IDS) have become an important part of operational computer security, 

and it is one of the most utilized methods to support the safeness of network and 

help computer systems to deal with attacks [4] [5]. 

     The main threat to internet is intrusion which means entrance to the system by 

force or without anyone’s permission. Intrusion is an attempt to unlawfully access 

the network. In other word, intrusion can be described in terms of confidentiality, 

integrity, and availability, so any event that allows accessing resources on the 

computer leads to breach of confidentiality; and any event that allows changing the 

states of resources leads to breach of integrity; and any event or action prevents 

legal users to access services or resources leads to breach of availability [2].  

      All observations and analyzing events processes have been automated by using the 

intrusion detection system. IDS is one of the suitable solutions to prevent and detect 

different attacks [6], it was first developed by Anderson [7]. It becomes an important and 
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integral part of overall security of architecture. With the expansion and development of 

network technology, there are many different methods of attack that people learn through 

the  resources of network and perform extremely devastating attack through simple 

processes [4]. In recent years, the numbers of hackers attack were rising 10 times a year. 

So, protect the systems of computer, the systems of network, and protect the information 

infrastructure security became an urgently and important topic. In addition to that, the 

biggest concern of computer users has become how to effectively detect and prevent 

attacks like DOS, Probe, U2R, virus, R2L, cross site scripting, and SQL injection. There 

are two main kinds of approach to design the traditional intrusion detection systems IDSs 

which used for detect and prevent attacks: anomaly detection and misuse detection. 

Anomaly detection approaches necessarily assume that all intrusive activities are abnormal; 

it can detect attacks by noting perversions of the normal behavior of the system. The 

principle of its work depends on comparing the traffic of the network, system call 

sequences, or other characteristic to the known attack patterns. Moreover, the misuse 

detection is another approach to detect computer attacks; it can perform attack in the form 

of signature or patterns. In this way, the process focuses on defining the behavior of the 

abnormal system in the beginning to distinguish it from the normal behavior, where the rest 

of the behaviors are considered as normal. Depending on this process, anything unknown 

is considered to be normal and many or all known attack patterns can be detected, so that 

even the differences in the same attack can be detected [8].  

     Furthermore the widespread of information technology and ease of its 

availability led to an enlarged amount of information in a proactive way which 

made the issue of big data on the internet a matter of controversy. Big data means 

unimaginable amounts of data of multiple types and sources. From here, the so-

called knowledge discovery (KDD) emerged as a technique that aims to infer 

knowledge from huge amounts of data, based on mathematical algorithms that are 

the basis for data mining and are derived from many sciences such as statistics, 
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mathematics, logic, artificial intelligence, expert systems, and other sciences, 

which are smart and non-traditional sciences [9]. Researcher in [10] defined KDD 

as “the process of model abstraction from large databases and searching for valid, 

novel, nontrivial patterns, and symptoms within the abstracted model”. Data 

mining DM refers to apply the  discovering algorithm  to the data [9]. The 

particular things that create the use of data mining are significant in system of 

intrusion detection which are managing the rules and analyze the network data. In 

addition, the similar data mining tools can be applied to different data sources. The 

most important data mining techniques for IDSs is the rule discovery [4]. Rule 

discovery means finding a set of rules which can be recognized a specific class 

from different groups and it is an important phase for classification task.  

     DM methods play an important role in IDS; DM algorithms are useful in 

building classifiers to detect attacks. So,  different DM methods and techniques are 

used normally as a way for implementing network intrusion detection and to 

acquire information about intrusions by observing and analyzing the network data 

like classification, association rule mining, and clustering [4]. In this work it is the 

first time that the CFA is proposed for discovering the classification rules. In this 

thesis, we investigate the use of the Cuttlefish optimization algorithm CFA as a 

tool for rule generator to deal with the intrusion detection problem. The 

performance of the proposed CFA data mining is evaluated and compared with 

several well-known techniques such as SVM, DT, KNN, and Naïve Bayes.  
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1.2 Data Mining 

Data Mining (DM) is data analysis process, it links data with artificial intelligence 

algorithm and techniques. It is simply a process of searching for specific and useful 

information in a large amount of data. It is more and more efficient in the 

inspection process and it is considered one of the steps of Knowledge Discovery in 

Database, KDD [9]. DM depends on two most common methods of learning the 

data, which is supervised learning and un- supervised learning. In supervised 

learning a training set is utilized to learn model parameters on other words, there is 

a required goal and the algorithm is attempt to reach it through a set of data  or 

variables. An example of the supervised technique is classification including 

decision trees, naïvely byes, and support vector machine, whereas in unsupervised 

learning there is no need for training set. The data is collected in groups containing 

similar features or characteristics to recognize some exception between them 

(learning without prior knowledge of the correct solution required) an example of 

unsupervised technique is Clustering and Association rules [11].  

  

1.3 Related Works 

Intrusion detection is a wide field of research area, which includes many surveys, 

articles, review, and books. However there are many traditional techniques that 

have been used to solve the intrusion problems such as support vector machines 

[12] [13] [14] [15] [16] [17], decision tree DT [18] [19] [20] , Bayesian methods, 

Bayesian network [21] [22] [23] [24] [25] [26] [27], K-Nearest Neighbor [28] [29], 

association rule mining [30]. Moreover another common algorithm used 

discovering rules is evolutionary algorithms [9] this include biology inspired 

algorithms such as Genetic algorithm [31] [32] [33], Practical Swarm Optimization 

PSO [34] [35] [36]  [37] [38], CFA [39] [40] [41], Artificial Bee Colony [42] [43] 
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[1], and Ant Colony [44] [45]. Below, a survey about some related works in past 

five years.  

1.3.1 Practical Swarm Optimization (PSO) 

Authors in [46] design a new method for IDS based on (MCLP-PSO) multiple 

criteria linear programming and practical swarm optimization for intrusion 

detection. KDD datasets has been used. The approach gives good results in term of 

DR = 0.9913, FAR = 0.01947 and running time.  

     While, authors in [36] proposed an ensemble classifier that combining SVM 

with KNN, and PSO for intrusion detection by using same dataset, in this way 

twelve experts have been trained and tested six k-nearest neighbor (k-NN) and six 

(SVM) experts, then combined them into a created ensemble method consisting 

from three algorithms named PSO, meta-optimized PSO, and the weighted 

majority algorithm (WMA) approach. PSO is used to weight the opinion for each 

expert, while for finding the high quality parameters the meta-optimized PSO is 

used. By using several ways, the opinions combined from multiple experts into one 

ensemble approach to show the classification accuracy. In first way the researchers 

proposed using PSO based on generated weights to create the ensemble of 

classifiers, and then they used the weighted majority voting (WMV) to combine 

the results from different experts. In the second way, meta-optimized PSO and 

Local Unimodal Sampling (LUS) method are used as a meta-optimizer to find 

better behavioral parameters for PSO. In last way, the weighted majority algorithm 

(WMA) approaches are used for combining the expert opinions. The performance 

is tested using KDD cup 99 dataset, and the results were fairly good. 

     Additionally, authors in [47] proposed a method based on NN and PSO 

algorithm for improving the performance of ID. The proposed method seeks to 

detect various kinds of attacks with high accuracy as possible. The data goes 
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through the feature selection stage in order to keep the appropriate features for ID. 

This data was used to train and test the neural networks. Then optimal weights 

have been extracted using PSO in order to classify the data as normal or attacks. 

The results illustrates that this approach provides high accuracy and performance 

for detecting various types of attacks. 

3.1.2 Artificial Bees Colony (ABC) 

Authors in [48] proposed a novel hybrid IDS based on (ABC-AFS) which 

combining the Artificial Bees Colony and Artificial Fish Swarm for ID the purpose 

of the approach was distinguished between normal behavior and abnormal. The 

approach tries to enhancing the accuracy detection of ID by taking advantage of 

the properties of the two algorithms after they are combined. The proposed method 

has been applied using UNSW-NB15 and NSL-KDD datasets. Fuzzy C Means 

(FCM) was used to divide train datasets, whiles for removing the irrelevant 

features Correlation-based feature selection (CFS) was used. In addition, 

classification and regression tree (CART) was used as a rules generator to separate 

normal behaviors from the abnormal. At last the hybrid ABC-AFS identifies the 

type of attacks. The approach showed good results in terms of performance 

measures. 

     Authors in [49] proposed a network ID based on modified Naive Bayes 

algorithm and Artificial Bee Colony Algorithm (ABC). The approach can 

effectively improve the network intrusion detection rate, which can well detect 

different kinds of network intrusion and greatly improve the security performance 

of the network. 

3.1.3 Cuttlefish Algorithm (CFA) 

Authors in [39] Present an approach for intrusion detection systems which 

combines the cuttlefish algorithm CFA and Decision Tree (DT).  CFA was used as 
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a feature selection method and it searched for the optimal subset of features. The 

DT classifier was used as a verdict on the selected features that are produced by the 

CFA. By applying the feature selection using CFA on the KDD Cup 99 datasets, 

the acquired results were better.  

     In like manner, authors in [40] proposed a distributed intrusion detection system 

(DIDS) based on cuttlefish optimization algorithm (CFA) and decision tree DT. 

The system used an agent called rule and feature generator agent (RFGA) which is 

used for generating a subset of features by using CFA. CFA produced the best five 

features, and then it built a decision tree. Generated DT has been used as a 

judgment on the selected features. KDD dataset has been applied for testing the 

system. The five selected features performance compared with the completed 41 

features performance and the results illustrated that with 5 features, the system 

performed better than the completed 41 features. 

     Authors in [41] proposed an intrusion detection system based on feature 

selection algorithm and clustering algorithm by use filter and wrapper method. The 

proposed method combines feature grouping based on linear correlation coefficient 

(FGLCC) and CFA algorithm. FGLCC filter has been applied to ranking the 

primary features and choose the best one among them. In this proposed system the 

work goes through several stages, starting with calculating the correlation 

coefficient between the features and classes to choose the features that have the 

highest correlation, then the FGLCC calculates the evolution function for the 

chosen features and introduces the features that have the highest rank to the CFA 

to start the second stage, which is choosing the best subset of initial features, the 

groups of features has been selected depending on the high speed of FGLCC and 

the high accuracy of CFA. CFA dependent on DT as a classifier to classify the 

features after they were selected. The results show that DR was increased while 

FPR was reduced. 
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3.1.4 Genetic Algorithm (GA) 

What is more, authors in [32] proposed an anomaly detection system to discover 

anomalies in a computer network. This method depends on using retrieved 

information from IP flows, and it combines the genetic algorithm (GA) and a 

Fuzzy Logic together for getting better results in term of ID. GA was applied for 

generating a digital signature of network segment. Network flows extract 

information to be utilized for predicting the behavior of network traffic. The 

instances are determined by applying the fuzzy logic scheme to determine if the 

instance exemplifies an anomaly or not.  The proposed approach was applied in 

real network traffic flows and achieved good results. 

     While, authors in [50] developed a hybrid intrusion IDS which able to handle 

the large volume of NSL-KDD datasets based on the genetic algorithm and Fuzzy 

(GA-Fuzzy). GA has been used in order to train the Fuzzy classifier in efficient 

way by generating new rules. Principle Component Analysis (PCA) was used as a 

feature selection method to get rid of irrelevant features and for choose the 

appropriate features. Then the dataset was classified as normal or attack efficiently 

in term of accuracy. The proposed method demonstrated its ability to reduce the 

time spent detecting intrusion and reduce misclassification alarm rate. 

3.1.5 Support Vector Machine (SVM) 

Authors in, [16] suggested a way to detect intrusions in the network based on the 

characteristics of the SVM. They combined the SVM each time with one of the 

machines that is learning algorithms and measured the performance of the method 

each time separately. Anomaly detection is the main focus of the researchers. The 

nine algorithms which used are as follows: “BayesNet, AdaBoost, Logistic, IBK, 

J48, Random Forest, JRip, OneR and SimpleCart”. Using data from NSL-

KDD099, they are analyzed the performance of all classifiers and concluded that 
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not all algorithms increase the performance of SVM. For that reason, the best 

performance is providing when stacking SVM and Random Forest.  

     Whereas, in [17] proposed an intrusion detection model using multi-class SVM 

and a chi-square feature selection. Chi-squared is a numerical test that measures 

the deviation from the expected distribution to consider the feature event which is 

independent of the class value. It is used to create an ideal subset of all features and 

remove the features which have low rank. A multi-class SVM is used to lowering 

the training and testing time and rising the accuracy of the individual classification 

of the network attacks. Besides, optimal parameters are the parameters that are 

recovered and that lead to the best accuracy of mutual investigation. By entering 

the optimal parameters to the SVM classifier, the training set model is trained. 

Likewise, NSL-KDD dataset has been used to evaluate, test the performance of the 

model and the results obtained were good and useful. 

3.1.6 Decision Tree (DT) 

Moreover, researchers in [25] proposed a system for intrusion detection based on 

Naïve Bayes and Decision Tree (ADTree) is a supervised boosting decision tree 

algorithm for classifying the intrusions. These two methods were combined for 

improving the classification accuracy of the system. More than that, ADTree and 

Naïve Bayes are trained and combined together to predict the class label of the new 

sample using majority voting. The proposed classifier was used to classify different 

types of attacks and measure the classifiers performance. In the same year [26], 

used Random Forest classifier to build a model for intrusion detection system. 

Random Forest (RF) classifier applied on NSL-KDD dataset to detect four types of 

attack DOS, U2R, Probe and R2L. 

     More than that, decision tree is another widely used method for IDS, [19] 

proposed the use of C5 decision tree classifier for detecting attack by using NSL-
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KDD dataset. In this way, it can minimize the number of false negatives and false 

positives. In  the same year, [20] proposed the use of J48 classifier for ranking. J48 

is a group of decision tree classifiers and it is used for ranking, classification, and 

making decision. In this research J48 classifies a new instance by creating a 

decision tree from the attribute values of the given training set, it is responsible for 

categorizing the various instances; it works on the principle that similar objects are 

very likely in the same class. In order to evaluate the J48 classifier both binary 

(ISCXIDS20) and multi-class (NSL-KDD) datasets are used. 

3.1.7 Naïve Bayesian (NB) 

Aside from, [27] proposed IDS which combined Random Forest RF and Average 

One Dependence Estimator AODE to enhance attack detection. In this token, 

attribute dependency issue in Naïve Bayes classifier was solved using AODE 

which improved the detection of attacks in network traffic, and it provided the best 

way to classify the attacks as normal or abnormal. Kyoto data set is used for 

evaluating the proposed approach. The results obtained were good in classifying 

attacks. 

      But, researchers faced many problems in the field of intrusion detection, and 

one of the most important problems is the problem of multi-category classification. 

So, authors in  [29] have proposed a model to detect infiltration in real time for 

solving the multi-class classification problem. The Hybrid IDS (HIDS) consists of 

three main methods named Naïve Bayes Feature Selection (NBFS), Optimized 

Support Vector Machine (OSVM), and Prioritized K-Nearest Neighbors (PKNN). 

NBFS technique is used to reduce the dimensions of sample data. OSVM is used 

for rejection of extremist values. PKNN classifier is used to detect attacks by 

classifying data as normal or attack. HIDS has the ability to detect attacks and it 

gives a high detection rate specifically for the rare attacks such as R2L and U2R. 
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In this thesis, different optimizations algorithms are illustrated and summarized in 

the term of intrusion detection. Table (1.1) exemplifies the summarization of the 

reviewed related works. 

 

Table (1.1): The summarization of the reviewed related works. 

No. Ref. Years Algorithm Results Summary 

Practical Swarm Optimization (PSO) 

1 [46] 2015 
PSO+ 

MCLP 

accuracy= 

0.9913 

False Alarm 

Rate= 0.01947 

KDD datasets has been used. The 

approach gives good outcomes in term 

of DR, FAR and running time. 

2 [36] 2018 FLN-PSO 

Accuracy with 

25 neurons= 

0.98 

Accuracy with 

200 neurons= 

0.99 

KDD was used. PSO has been applied 

for optimizing the FLN weight, and 

this led to improve the accuracy of the 

classifier performance. The results 

illustrated that the accuracy of the 

method was increased when the 

number of neurons increased. 

3 [47] 2019 

PSO + 

neural 

network 

Accuracy = 

98.08 using 

NSL-KDD. 

 

Accuracy = 

99.66 using 

KDD. 

KDD and NSL-KDD dataset has been 

applied for evaluating the 

performance of the method. The 

results illustrates that this approach 

provides high accuracy and 

performance for detecting various 

types of attacks. 

Artificial Bees Colony (ABC) 

4 [48] 

2018 

 

ABC+AFS 

algorthims 

Detection 

Rate= 99% 

False Positive 

Rate= 0.01% 

The approach was achieved good 

results and tries to improve the 

detection accuracy in IDS. 
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5 [49] 2018 

ABC- MNB 

 

 

 

Accuracy= 

91.08  

 Sensitivity=  

0.86 

specificity= 

0.94  

F-Source =0.90 

NSL-KDD datasets was used to 

evaluate the approach. The speed 

processing of the MNB algorithm 

increased due to the ABC algorithm 

capabilities, it gives varied of 

solutions. 

Cuttlefish Algorithm 

6 [39] 2015 CFA 

Using 5 

features 

Detection Rate 

= 91%, FPR = 

3.917 

With 41 

features 

Detection Rate 

= 71.087, FPR 

= 17.685 

KDD-99 datasets was used. The study 

concludes that the results improve by 

decreasing the number of features and 

it gives higher DR with a lower FAR 

7 [40] 2017 CFA+ DT 

PSP (accuracy) 

= 92.17% 

KDD cup99 datasets was used. This 

approach combine (CFA, DT, RFGA) 

to obtain good results for ID, the 

proposed system performs better 

when choosing 5 features instead of 

using all. U2R not performed well, in 

all cases, better results were achieved 

using 5 features except U2R. 

8 [41] 2019 
FGLCC + 

CFA 

Accuracy= 

95.03% 

False Positive 

Rate= 1.65% 

KDD-CUP99 datasets has been 

utilized. The results obtained provide 

high performance accuracy.  

 

Genetic Algorithm (GA) 

9 [32] 2018 
GA + Fuzzy 

Logic 

Accuracy= 

96.53% 

False Positive 

Rate= 0.56% 

Provides satisfactory and high quality 

results in term of anomaly DR and 

FPA. 

10 [50] 2019 GA+ Fuzzy 
Accuracy = 

99.96% 

FAR = 0.04% 

NSL-KDD datasets was used. The 

proposed method detects attacks 

effectively. Added to, reduce the 

FAR. 

Support Vector Machine (SVM) 
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11 [16] 2016 SVM 

accuracy of 

SVM with RF  

=97.50% 

NSL-KDD099 datasets was used, 

SVM classifier’s performance when it 

is stacked with other classifiers like 

BayesNet, AdaBoost, Logistic, IBK, 

J48, RandomForest, JRip, OneR and 

SimpleCart. SVM and Random Forest 

provides the best performance 

12 [17] 2017 SVM 
Accuracy = 

98% 

NSL-KDD dataset was used, result 

shows that our proposed approach 

results in a better detection rate and 

reduced false alarm rate. 

Decision Tree (DT) 

13 [25] 2016 DT + NB 

FAR for U2R 

and R2L attack 

is recorded as 

0.913. DR of 

U2R and R2L 

attack is 89.09. 

Average 

accuracy 

achieved is 

97.11 

NSL-KDD dataset was used, The 

proposed ensemble combines 

ADTree and Naïve Bayes to improve 

classification accuracy of the 

detection system and it can classify 

different type of attacks 

14 [19] 2018 DT  

Accuracy = 

93% 

NSL-KDD datasets was used; the 

results illustrated that C5 has 

achieved high accuracy and low false 

alarms as an intrusion detection 

system. 

Naïve Bayesian NB 

15 [27] 2017 NB 

Accuracy=90.5

1%. 

Kyoto datasets was used, the method 

used to detect network intrusions and 

classify traffic data as normal or 

malicious. 

16 [29] 2019 
NB + SVM 

+ KNN 

Accuracy = 

95% 

The HIDS can detect attacks and give 

high DR especially for R2L and U2R 

attacks. 

 

From the above mentioned, many classification techniques and optimization 

algorithms are considered for IDS problem. In addition to, CFA is considered as a 

feature selection in several works. But there is no one suggestion that the CFA for 

a rule generator as a data mining tool. In this thesis, it is the first attempt to use the 

CFA as a data mining tool in area of present research.  
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3.2 Problem Statement 

As technology rolls out, the number of hacking and intrusion incidents is growing 

year by year, which makes the classifying instances in to attack or normal behavior 

be difficult, that making many researchers focus on build a systems called IDS and 

special focus on classification process to classify instances to attack class or 

normal. Several techniques have been introduced which can address or handle this 

issue and each technique has its advantages and limitations. Due to the successfully 

using of  CFA algorithm in the field of ID, as it was used successfully in features 

selection,so given the importance of developing a new method in a way that can 

deal with the classification problem and for this we suggested using the CFA 

algorithm as a new classifier. The main problem is how can modify CFA that can 

be used for IDS?  The present thesis presents the development of new IDS based 

on the modified CFA to generate a set of rules that can be used for the 

classification task. 

3.3 Research Motivation and Aim 

CFA has been successfully applied on IDS to generate and select features in the 

work of [39]. It was successfully used as “a new tool for global optimization 

problems” [51], dimensionality reduction [52], and clustering problem [53], which 

is the researchers motivation of using the CFA for rules generating instead of 

features. In this work, the researcher aims is to use the CFA as a rule generator for 

IDS problem. The generated rules are represented by several sets of Max and Min 

vectors for each feature. Then these rules will be used to classify test data into one 

of the five categories mentioned in the KDD Cup 99 dataset (Normal, Dos, 

Probing, U2R, and R2L). 
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3.4 Thesis Layouts 

The thesis is organized as follows: Chapter 1: (introduction) is introduced the 

thesis overview and related works. It also provides the problem statement, thesis 

motivation and objective, which is followed by the organization of the thesis. 

Chapter 2: (theoretical background) provides an explanation about ID and its 

basic tasks. Moreover, it contains information about the attacks types. The chapter 

ends with explanation of some traditional techniques used in thesis and the 

explanation of CFA. Chapter 3: (designing and implementation) describes the 

general structure of the study, and contains the general principles and steps of the 

CFA. Chapter 4: (Basic Results) describes the test implementation and it contains 

the results. Furthermore, it provides a comparison between the proposed method 

and other methods. Chapter 5: (conclusion and future work) includes the 

conclusions reached, in addition to, some suggestions as future works are 

discussed. 
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CHAPTER TWO 

 

THEORITICAL BACKGROUND 
 

2.1  Intrusion Detection System (IDS) 

Intrusion Detection System IDS is a system that attempts to determine if a system 

is under attack by monitoring system activities. Its purpose is to discover intrusions 

within the system and identify intrusions. It is a significant application area of data 

mining [1]. It is based on the belief that many unauthorized actions will be 

detectable and this is due to the fact that the behavior of hackers is completely 

different from the behavior of the legitimate user. IDSs have been widely used as a 

second line of defense for protecting the information systems along with other 

preventive security mechanisms like access control and authentication [54] 

.Security problems in computer systems are becoming more and more widespread 

with the proliferation of computer networks and the explosive growth of Internet 

connectivity as well as access to the information system around the world, which 

leads to significant loss of information assets due to various [1].  Intrusion 

detection considered as necessary part of the entire defense system and that is due 

to many reasons. There are many systems and traditional applications that have 

been built and developed without taking into account the element of security in 

them. In other words, these applications were developed to work in a specific 

environment and it may became not immune if they are deployed in another 

different environment, for example, when the system is isolated, it is safe, but it 

may be vulnerable when connected to the Internet. The main objective of IDS is 

detecting attacks against information systems in general, added to; detect attacks 
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against computer and networks systems. Using data mining techniques, IDS are 

able to build effective models and classifiers having the ability to distinguish 

natural behaviors from non-natural ones, which is a key point in detecting attacks 

[55] [1].  

     Traditionally Intrusion detection techniques are classified into two 

methodologies according to the different methods of data analysis: Anomaly 

Detection and Misuse Detection [4] [3] [56]. 

2.1.1 Anomaly Detection 

It means detect abnormal behavior of network or host. [4]. Anomaly detection is a 

step in data mining that identifies events, and observations that deviate from a 

dataset’s normal behavior. It depends on the principle of defining the normal 

behavior of the system first and after that it considers all other behaviors as 

abnormal. It indicates there are exceptional patterns or events in network traffic 

that differ from natural events. Anomalous data can indicate critical incidents, like 

a technical glitch, or change in consumer behavior. In other words, it depends on 

the idea of storing the characteristics of the user’s usual behaviors in a private 

database and then comparing the current user’s behavior to the base, if a deviation 

occurs, the data tested classified as abnormal. These nonconforming events are 

often referred to as “anomalies”, “outliers”, “exceptions”, “aberrations”, 

“surprises”, “peculiarities or discordant observations” in different fields of 

application [1]. These techniques distinguished for being available for training and 

testing and it has a high rate of detection of attacks, added to, its ability to adapt 

and update implementation strategies. 

2.1.2 Misuse Detection 

Misuse detection is an approach used to detect computer attacks. In a misuse 

detection approach, abnormal system behavior is defined first, and then all other 



 

18 

 

behavior is defined as normal. In misuse detection, the intrusion detection system 

detects intrusions by looking for similar activities such as vulnerabilities or known 

intrusion signatures. Misuse detection cannot detect the new or unknown attacks 

[39].  

     These patterns of known attacks of the system have been applied to match and 

identify intrusions. An example1 of this type, if someone tries to guess a password, 

a signature rule for this kind of behavior could be that too many failed login 

attempts within some time’ and this event would result in an alert. One of the 

disadvantage of this method is that it only detects attacks that it has been trained to 

detect [57], so it cannot discover the many novel attacks [4]. 

 

2.2 Basic Tasks of IDS 

 There are many tasks that detection system perform [58], Which are listed below: 

 Monitoring and control: To capture any suspicious activity, it is 

important to monitoring the user activity as well as monitoring the traffic 

within network. 

 Pattern recognition: Penetration detection systems have the ability to 

recognize predefined attack patterns. 

 Generate breakthrough reports: Penetration detection systems prepare 

detailed reports on the events that were captured for use later by the 

security and protection officials in the system to analyze the integrity of 

the system and know the target weaknesses 

 Tracking user performance: Tracking attempts to bypass or violate user 

policies to evaluate the system and maintain data validity. 
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 Event recording: The systems record any suspicious activity by recording 

all activity data. 

 Alert system security officials: The systems have the ability to detect the 

attack in its initial stages as it sends alert messages via e-mail or through 

the program's pages. 

 

2.3 KDD Cup 99 Dataset 

The KDD Cup 99 is a very well-known dataset commonly used for benchmarking 

intrusion detection problems [59] [60]. This data set is prepared by [61]. Training 

dataset consists of 4,900,000 connection records. Each connection record consists 

of 41 features, added to last feature that describes the record in terms of being 

normal or attack by mentioning a specific type of attack [62]. All attacks, whether 

known or new, fall into one of the following four categories: Dos, U2R, R2L, and 

Probing. Table (2.1) shows features title for the train and test data sets with the 

description of the each feature in the data set [59]. 
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Table (2.1): The name of each feature (Attribute) in the used KDD datasets 

 

 

 

 

 

 

 

 

 

 

2.4 Types of Attacks 

In KDD Cup 99 data sets, the attacks can be classified in to four types (Dos, 

U2R,R2L, and Probing) [8] [63] [64] as follows: 

2.4.1 Denial-of-Service Attack (DoS ( 

It is refers to an attempt to make computer resources unavailable to users, it is 

called a distributed “denial-of-service attack”. This kind of attack targets the 

memory and some computer resources, making them very busy, and it make 

the computer system be slow or shutting down leading to refuse the legal users 

access to a machine. In addition, it cause high network traffic occurs. DoS 

1-Duration                          16- Num_root                            32- Dst_host_count 

2- Protocol_type                 17- Num_file_creations             33- Dst_host_srv_count 

3- Service                           18- Num_shells                           34- Dst_host_same_srv_rat 

4- Flag                                19- Num_access_files                 35- Dst_host_diff_srv_rate 

5- Src_bytes                        20- Num_outbound_cmds     36- Dst_host_same_src_port_rate 

6-Dst_bytes                         21- Is_hot_login                    37- Dst_host_srv_diff_host_rate 

7-Land                                22- Is_guest_login                  38- Dst_host_serror_rate 

8- Wrong_fragment            23- Count                                39- Dst_host_srv_serror_rate 

9- Urgent                             24- Srv_count                         40- Dst_host_rerror_rate 

10- Hot                                25- Serror_rate                        41- Dst_host_srv_rerror_rate 

11- Num_failed_logins       26- Srv_serror_rate                  42- Class name 

12- Logged_in                     28- Rerror_rate 
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attacks have been classified in to several types according to the services that an 

attacker make it out of stock to legal users [8] [63] [64] [65]. 

2.4.2 User to Root Attack (U2R) 

It refers to the violation of user privacy; it is unlawful access to local user 

(root) prerogatives. In this type of attack, a normal account is used by an 

attacker to login into the system of a victim and attempt to gain 

root/administrator liens by exploit some weaknesses points in the victim like 

buffer overflow attacks. In this kind of attacks, regular buffer overflows are the 

most common exploits, regular programming mistake and environment 

assumptions are the main cause of this type of exploit. An example on this 

type: in an older local email app, an attacker could link the password to the root 

personal mailbox. It can then use the command mail root to create and install 

bogus login with super user permissions [8] [63] [64] [65]. 

2.4.3 Remote to local Attack (R2L) 

It is similar to the user to root attack but it more modest in its ultimate 

ambition. R2L refers to access from a far machine; usually this access is not 

authorized. The attacker infiltrates a remote device and gains local access of 

the victim device. For example when an attacker sends packets over the 

network to the device, then exploits some of the device's vulnerabilities to gain 

local access illegally as a user. Examples of this type of attack:  (1) password 

guessing relevant features, (2) network level features including “duration of 

connection” and “service requested”, and (3) host level features: this including 

“number of failed login attempts”. [8] [63] [64] [65]. 
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2.4.4 Probing 

It is an intentionally manufactured attack, the goal of “probing attacks” is to 

disclose information about the vulnerabilities of the target system by executing 

a carefully selected process sequence and by observing how the system or IDS 

behaves in response. It depends on gain information about the target network 

from external source. Some probing attacks seek to limit the target's IP address 

space as an introduction to the malware deployment campaign. The attacker 

checks the various ports for noticing the traffic subgroup being monitored at 

any IP addresses, which enables the attacker to target subsequent malicious 

activity toward the less managed hosts. [8] [63] [64] [65]. 

2.5 Traditional Classification Techniques 

There are many standard and classical classification techniques that are used for 

the classification problems including SVM, KNN, NB, and DT. Below is a brief 

description of each. 

2.5.1 Support Vector Machine (SVM) 

SVM is a linear model for classification and regression challenges. It can 

resolve linear and non-linear problems and work very well for many practical 

problems. Due to its high efficiency of the classification in comparison to other 

classifiers, SVM is mostly used in classification problems. SVM works well on 

small and revised data sets and it can be more efficient because it uses part of 

the training data [66]. The vector machine is based on the idea of creating a 

hyper plane that divides the set of data into two classes in the best way, as 

shown in the figure below. 
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Figure (2.1): Super plane divides the data into two classes, and the closest points to the super 

plane are the support vectors 

 

The space between the super plane and the nearest point to any of the data sets 

is known as the margin. These points are called support vectors. The goal is to 

choose a super level with the largest margin between it and any point in the 

training data set, which raises the possibility of correctly categorizing any new 

data.  

2.5.2 K- Nearest Neighbor (KNN) 

Nearest Neighbors [67] is the most essential and simple classification 

techniques. The work of this method is based on the principle of computing 

“Euclidean distance” which is the distance between a test sample and the 

specified training samples. Euclidean distance is the main and important 

point on which the k-nearest-neighbor classifier based, and it does not need 

to learn complicated mathematical equations but only needs to have two 

things in the data sets: (1) a way to calculate the distance between data, and 

(2) a hypothetical investigation that the data close together are similar and 

far away from each other. K-NN is simple to implement and it can be more 

effective if the training data is large, but it always needs to determine the 
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value of K which may be complex some time [68]. The work of K-NN is 

illustrated in Figure. (2.2) while the main steps are described below in 

algorithm 1: 

Algorithm 1 

Step1: determine the value of the k, which expresses the number of neighbors 

Step 2: compute the distance between the new data points and the points in 

dataset using (Euclidean Distance). 

 Step 3: Arrange the data point to get the neighbors, based on the lowest 

distance calculated   in the previous step, and take the number of neighboring 

k 

Step 4: define the class for the neighbors. 

Step 5: The class that is the most majority for neighboring is the expected 

class for this data point. 

 

 

Figure (2.2): Show how k-nearest neighbors’ algorithm works. 
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2.5.3 Naïve Bayes (NB) 

Naive Bayes is one of the most common machine learning and data mining 

methods, specifically data analysis and classification, which is characterized 

by speed in processing and efficiency in forecasting operations. This method 

is based on the Bayes theorem statistical concept, which calculates the 

probability of a specific result by verifying what is available and known. The 

name Naïve is relies on the principle of independence assumptions so that the 

relationship between all Attributes (Features) is considered to be independent 

of each other, this means that the “probability of one attribute does not affect 

the probability of the other”[21] [69]. 

       

2.5.4 Decision Tree (DT) 

Decision trees are simple effective classification algorithms, “it is one of the 

most well-known subfield of machine learning within the larger field of 

artificial intelligence”[20] [40]. DT is applied for classifying data into different 

classes, a set of data is entered into the algorithm and the output is a 

classification rule by which new data that was not previously used can be 

classified as a kind of prediction for this new data. The representation of this 

type of classifiers is in the form of a tree structure. The data is usually very 

large, so it is represented as a table with a set of instances. Each example in a 

record row will be split in terms of columns into (1) attributes: each attribute 

has a set of values and (2) Classes :the outcomes of categorizing a group of 

attributes together [70]. 

      DT is a directed tree consisting of a group of nodes where each internal 

node represents a "test" for the property. All other nodes are called "leaves" 

(also known as "terminal" or "decision") .The tree starts with the root which is 
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the node that does not have incoming edges and is usually known as the 

"internal" or "test" node. Each branch represents the test outputs and each final 

node represents the decision taken after calculating all the properties. The path 

from the root to the final node represents classification rules. DT is usually 

created based on the choosing the best decision (attribute) [20] [71].          

     The algorithm depends on the Divide and Conquer principle, to divide the 

problem into parts and resolve all of them separately, then, the solution is 

assembled. In DT, each internal node divides the instance space into two or 

more subspaces according to a specific separate function for the input attribute 

values. In the simplest and most frequent case, each test considers one attribute, 

so that the instance space is divided according to the attribute value [20] [70] 

[71]. The main steps of DT are as follow in algorithm 2 [70]: 

 

Algorithm 2 

Step 1: Define the Tree Root (Decision Column). 

     Step 2: for each class calculate the Entropy.  

     Step 3: Calculating Entropy for Other Attributes after Split 

Step 4: Calculating Information Gain for Each Split 

    Step 5: Perform the First Split 

Step 6: Perform Further Splits 

   Step 7: Complete the Decision Tree. 

 

2.6 Cuttlefish Algorithm (CFA) 

Cuttlefish algorithm is a new bio-inspired optimization algorithm, which is first 

produced in 2013 by [72], and was successfully used as “a new tool for global 

optimization problems” [51], dimensionality reduction [52], and clustering 

problem [53]. It simulates the process of the light reflected through the three skin 
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layers of cuttlefish including (iridophores, chromatophores, and leucophores). The 

interaction between these three layers through the six cases shown in Figure. (2.3) 

allows cuttlefish to produce complex patterns and colors.  

                           

Figure (2.3): The six cases of cells interaction used by Cuttlefish. 

     There are two main processes considered for this algorithm. The first process is 

called (reflection) which mimics the light reflection mechanism. The second 

process is called (visibility) which simulates the matching patterns. These two 

processes are formulated in equation (2.1) to calculate the new solution. 

)1.2(_ visibilityreflectionpnew   

The formulas for the interaction between the three layers of cells in the six cases, 

shown in Figure 2.1, are described as follows: 

For Case 1 and 2: 

)2.2(][].[*][ 1 jntspoiiSRjreflection   

)3.2(])[].[][_(*][ 1 jntspoiiSjntsPoiBestVjvisibility   
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Where R and V are two random values between (-1, 1), S1 is a subset of solutions, i 

is the i
th

 element in S1, j is the j
th

 point in the element i, and Best_points is the best 

solution points. For these two cases, the R value is generated while the value of V 

is set to 1. 

For Case 3 and 4: 

)4.2(][_*][ jntspoiBestRjreflection   

)5.2(])[].[][_(*][ 2 jntspoiiSjntsPoiBestVjvisibility   

 Here the R value is set to 1 while the value of V is generated. 

For Case 5: 

)6.2(][_*][ jntspoiBestRjreflection   

)7.2()_][_(*][ bestAVjntspoiBestVjvisibility   

Where Best_points is the best solution points and AV_best is the average value of 

the best solution points. In this case, the value of R is generated while the V value 

is set to 1. 

For Case 6: 

)8.2()(*_ LLUrandompnew    

Where random is a random number between (0, 1), U and L are the upper and 

lower limits of the problem domain. The algorithm splits the population into four 

subsets (S1, S2, S3, and S4). The Equations in case 1 and 2 are formulated to be used 

for the first subset of cells (S1), while the Equations in case (3 and 4), case (5) and 
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case (6) are considered for S2, S3, and S4 respectively. The main steps of CFA are 

stated in Algorithm 3. 

Algorithm 3: 

          Step 1: Initialize the population with random solutions using Equation (2.8). 

Step 2: Calculate and keep the best solution and the average value of the 

best solution’s points. 

Step 3: Use the interaction operator case 1 and 2 using Equations (2.2) and 

(2.3) to produce new solutions (global search). 

Step 4: Use the interaction operator case 3 and 4 using Equations (2.4) and 

(2.5) to calculate new solutions (local search). 

Step 5: Use the interaction operator case 5 using Equations (2.6) and (2.7) 

to produce a new solution (local search). 

Step 6: Use the interaction operator case 6 for random solution Equation 

(2.8) to produce a new random solution (global search). 

Step 7: If any produced new solution from steps (2, 3, 4, 5 or 6) is better 

than the best solution, then replace the best solution with the new 

produced one. 

Step 8: If the stop condition is satisfied return the best solution, otherwise go 

to Step 2.  
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Figure (2.4): General principle of CFA 

Calculate and keep the best solution and the 
average value of the best solution’s points. 

Divided population into 4 groups s1, s2, s3, and s4. 

Calculate the average points of the best solution (Best) 
and store it in the AV best 

Use the interaction operator case 1 and 2 using 
Equations (2.2) and (2.3) to produce new solutions and 

calculate the fitness 

Initialize the population with random solutions using 
Equation (2.8).  

Stopping 

criteria 

Use the interaction operator case 3 and 4 using 
Equations (2.4) and (2.5) to calculate new solutions and 

calculate the fitness 

Use the interaction operator case 5 using Equations (2.6) 
and (2.7) to produce new solution and calculate the 

fitness 

Return Best 

Use the interaction operator case 6 for random solution 
Equation (2.8) and calculate the fitness 

Fitness> current-
fitness 

Current solution = new solution 

Fitness> 

Best fitness 

Best = new solution 
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CHAPTER THREE 
 

THE PROPOSED MODIFIED CFA RULE GENERATOR 
 

3.1 Introduction  

The main objective of the present research is to use the CFA as a rule generator for 

classifying IDS problem. The CFA is modified to be used as a rule generator. The 

generated rules will be used to classify the instances “to one of the five classes 

considered in the KDD Cup 99 dataset (Normal, Dos, Probing, R2L, and U2R)” 

[59]. 

3.2 The Proposed IDS using CFA for Rule Generator  

First, the training dataset is divided into five subsets based on the number of 

classes in KDD Cup 99. Second, for each feature in each subset, the maximum and 

the minimum values are calculated to produce two vectors Maxc [N] and Minc [N]. 

Where c = 1, 2, …, C and C is equal to the number of classes, while N presents the 

number of features in each instance. Then the CFA starts with the initialization 

process. The main steps of the proposed method is showed in the below diagram. 
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Figure (3.1) the diagram of the proposed method 

3.1.1 Initialization 

The population P[M] is initialized with random M solution, where P = {p1, p2, …, 

pM) and M is the size of the population P. Each pi contains a class name and two 

vectors, Upper[N] and Lower[N], where N is the number of features in each 

instance. The first vector presents the upper boundary of this rule, while the second 

vector presents the lower boundary. The initialization process of Upper and Lower 

vectors for each pi will be calculated using Equations (3.1), (3.2) and (3.3) as 

follows: 
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)1.3........(....................2/])[][(][ nMinnMaxnmid   

)2.3...(..........].........[])[][(*][ nmidnmidnMaxrandomnUpper   

;,,2,1

)3.3(....................].........[])[][(*][

Nn

nMinnMinnmidrandomnLower




 

     Where Max[n] and Min[n] are the maximum and minimum values of feature n, 

while random is a random number to be generated between (0, 1). In the original 

CFA the population is divided into four subsets; however, in this work, the 

population is divided into three subsets S1, S2, and S3, because case 5 will be used 

for pruning rule, thus we only need three subsets in our modified CFA.  After this 

initialization step, the processes of the six cases of the CFA are applied as follows. 

3.1.2 Applying Case 1 and 2 on S1  

In these two cases, the light reflection process occurs due to the interaction 

between the chromatophores layer and the iridophores layer, and they used for 

global search. In the original CFA, the value of R simulates the stretch process of 

saccule while the value of V simulates the last view of the matched pattern. In 

order to be able to use the CFA as a rule generator for IDS classification problem, 

the Equations of Case 1 and 2 (Equations 2.2 and 2.3) which are used to find the 

reflection and the visibility in each element in S1 are modified bellow as in 

Equations (3.4), (3.5), (3.6) and (3.7). 

)4.3....(..............................].........[*1 nrecordRref   

)5.3.........(..........])........[][(*1 nMinnMaxVvis   

)6.3.....(..............................].........[*2 nrecordRref   

)7.3.........(..........])........[][(*2 nMinnMaxVvis   
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Where Max[n] and Min[n] are the maximum and the minimum values of feature n, 

record is any random instance selected randomly from the train dataset. The value 

of R is set to 1 while the value of V is generated randomly from the interval (-0.5, 

0.5). To calculate the new solution and for overcome the local minimum, a random 

number x is generated randomly between (0, 1). If x <= 0.2, the new solutions 

(newUpper and newLower) are calculated using (2.1) otherwise, if x > 0.2, let the 

other cases produce a new solution as follows in equations (2.8), (2.9) : 

 )8.3.(..........][].[ 111 visrefnnewUppeiS       

)9.3........(][].[ 221 visrefnnewLoweriS    

Where i = 1, 2, …, S1. Size. 

3.1.3 Applying Case 3 and 4 on S2 

The iridophores are reflective cells which reflect the light for concealment or 

hide organs, which mean that the outgoing light must be close or similar to 

the environment. Therefore, the incoming light is displayed as a feature value 

and will be revised with a small difference. The simulation of this process is 

reformulated in (3.10), (3.11), (3.12), and (3.13) as follows: 

                )10.3(....................].........[*1 nrecordRref   

              )11.3.(..........])........[][(*1 nrecordnMaxVvis   

              )12.3.(..............................].........[*2 nrecordRref   

            )13.3........(..........])........[][(*2 nMinnrecordVvis   

Where Max[n] and Min[n] are the maximum and the minimum values of 

feature n, record is an instance that is selected randomly from the training 
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dataset. The value of R is set to 1 while the value of V is generated randomly 

from the interval (-0.5, 0.5). Then the new newUpper and newLower are 

calculated using equations (3.14) and (3.15) as follows: 

)14.3....(..........][].[ 112 visrefnnewUpperiS   

)15.3....(..........][].[ 222 visrefnnewLoweriS   

Where i = 1, 2, …, S2. Size.  

3.1.4 Applying Case 6 on S3 

In the original CFA, case 5 is used before case 6. In this work, case 5 is lifted 

for the rules pruning process which will be described next in section 3.1.5. 

CFA uses case 6 as a global search, hence any random solution can be 

satisfied. In this work, the same Equations (3.1), (3.2), and (3.3) that are used 

in the initialization process are reused here for S3. 

3.1.5 Applying Case 5 for Rules Pruning 

Rule pruning is an important task to improve the accuracy of the model and 

increase the quality of the rule itself. It can be used to remove irrelevant 

information from the rule. The goal of the rule pruning is to remove redundant 

or unnecessary features from the dataset which may negatively affect the 

results and the performance of the model. The work of [39] was based on 

using CFA for feature selection. They have successfully used the case 5 of 

CFA to remove one feature at a time and evaluate the remaining features. If 

the remaining features produced better results, they keep them and remove 

another feature. This process is repeated until all features are examined; hence 

the most relevant features are selected. In this work, the same method is used 

here. Consider a vector called Flag with the size of N is selected; where N is 
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the number of features considered in the train dataset, and consider x to be a 

rule that belongs to class c. Now, at each time the rule of feature n which is 

represented by (x.Upper[n] and x.Lower[n]) will be removed from x.Upper 

and x.Lower and if x produced better results the value of Flag[n] is set to 0, 

otherwise the value of Flag[n] is set to 1. This indicates that any feature with 

Flag[n]=1, their values of x.Upper[n] and x.Lower[n] will be considered, 

otherwise, it will not be considered. To evaluate the quality of the produced 

rules, the following fitness function will be used: 

 

)16.3......(..........*
FPTN

TN

FNTP

TP
Fitness


  

 

     Where TP and TN denote the number of true positive and true negative 

instances that are classified correctly, whereas FN and FP indicate the number 

of instances that are incorrectly classified as a false positive and false 

negative, respectively [17] [5]. The main steps of the rules pruning process 

are described in the procedure showing in Figure (3.2).  
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Figure (3.2): Rules pruning process using case 5. 

 

3.2 Classification using the Generated Rules 

After applying the rule pruning and removing unnecessary rules, the pruned rules 

are then used to classify each instance in the testing data to one of the five classes 

in the KDD Cup 99 dataset (Normal, Dos, Probing, U2R, and R2L). The 

classification process works as follows. If all features’ values of record r are 

covered by the rule x of class c so that all values are between the x.Upper and 

x.Lower. Then the r is classified as class c, however, this is not always the case, as 

sometimes one instance in the testing data may be covered by more than one rule 

for different classes. In this case, the bias-value is calculated for all the covered 

rules. Finally, these values are accumulated according to different possible classes. 

The class with the highest bias-value will be selected as the true predicted class. 

The calculation of bias-value is formulated in (3.17) as follows. 

For each class c in C do 

Begin 

          For each rule x belonging to class c do 

          Begin  

                    For each Upper and Lower of feature n do 

                    Begin 

                             Remove x.Upper[n] from x.Upper 

                             Remove x.Lower[n]from x.Lower 

                             Evaluate x using the Fitness function 

                             IF x is produced better result Then  

                                     x.Flag[n] =0 

                             Else 

                                     x.Flag[n] = 1 

                    End 

          End 

End 
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)17.3....(...........*.*_ accuracyRulebfitnessRuleavaluebias   

Where a and b are two weighted values to be determined by the user. The value of 

a is between (0, 1) while the value of b is equal to (1-a). In this work, the values of 

a and b are set to 0.5. The value of the fitness metric is calculated using (3.16) and 

the overall accuracy is calculated using (3.18) as follows. 
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CHAPTER FOUR 

 

EXPERAMENTS AND RESULTS 

 

4.1 Preparing Data 

The KDD Cup 99 is a very well-known dataset which is commonly used for 

benchmarking intrusion detection problems [59]. 10%KDD Cup 99 training dataset 

and test dataset contain about 494,020 and 311,028 connection records, 

respectively, and this dataset is too large to be used in such studies. Moreover, two 

subsets of data (training and testing) are randomly chosen from the KDD Cup 99 

dataset to be used for our investigation. Table 4.1 describes the number of each 

attack in the chosen training and testing subsets. In order to keep the same 

proportion of data for each attack, both in the training and testing data chosen, each 

attack was divided by 100. In Table 3.1, psweep (12;3) means that the number of 

this attack in the training set is equal to 12 while it is equal to 3 in the testing set. In 

the present work, all categorical values in the datasets are converted to numerical 

values. For example, the protocol_type attribute consists of three categorical values 

(tcp, udp, icmp), and these values were converted to (10, 20, and 30), respectively. 

In other words, if an attribute consists of 100 categorical values, these values will 

be converted to (10, 20, 30, …, 1000). 

 

Table (4.1): Different types of attack and their corresponding occurrence number 

respectively in the training and testing subsets chosen from KDD Cup 99 dataset.  

Normal (937; 606)  

Probing (41; 42) psweep(12;3), Mscan(0;11), Nmap(2;1), Portsweep(11;4 ), Saint(0;7), Satan(16;16). 

DoS(3915 ; 2299) apache2(0;8), back(22;11), land(0; 0), mailbomb(0;50), Neptune(1072;580),  
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processtable(0;8), Pod(3;1), udpstorm(0;0), Smurf(2808;1641), Teardrop(10;0), 

U2R(5 ; 10) 

buffer_overflow(3;1), httptunnel( 0;3), loadmodule(0;0), perl(0;0), rootkit(2;2), 

xterm(0;2), Ps(0;2), Sqlattack(0;0), 

R2L(13; 160) 

ftp_write(0;0), imap(0;0), guesspasswd(2;44), named(0;0), multihop(0;0), phf(0;0), 

sendmail(0;0), snmpgetattack(0;77), snmpguess(0;24), spy(0;0,), warezclient(10;0), 

worm(0;0), warezmaster(1;15), xsnoop(0;0), xlock(0;0), 

 

4.2 Experimental Setup 

To evaluate the effectiveness of the proposed method, we compare its performance 

with four other traditional classifiers: DT, SVM, KNN, and NB. The proposed 

method has been experimentally evaluated by using the KDD Cup 1999 dataset 

which is obtained from the UCI machine learning repository [73]. The experiments 

were performed in order to show that our proposed method is generally feasible to 

be used for rule generation, hence using it as a new classifier for IDS. For that 

purpose, a number of experiments were carried out in this section to evaluate the 

performance of the CFA. 

 

4.3 Evaluation Metrics 

In order to evaluate the performance of the proposed method of using CFA 

classification model, five well-known metrics are used in our evaluation process; 

namely “True Positive Rate (TPR), False Positive Rate (FPR), Precision, Recall, 

and Area Under the Curve (AUC). All such metrics were derived from the 

confusion matrix [74] [75] , shown in Table 4.2. Then the performance of the 

proposed method is compared with four well-known techniques in Weka 

application [62], namely DT (J48), KNN (IBK), SVM (SMO), and Naïve Bayes.  
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Table (4.2): Confusion matrix 

 

Prediction 

Actual 

Positive Negative 

Positive TP FP 

Negative FN TN 

 

Based on the confusion matrix, the formulas of the five-evaluation metrics are 

stated below: 

)1.4......(..........).........( FNTPTPTPR   

)2.4.......(..........).........( TNFPFPFPR   

)3.4.(..........).........( FPTPTPrecisionP   

)4.4.....(..........).........( FNTPTPecallR   

)5.4.(....................2)1( FPRTPRAUC   

4.4 Experiments and Results 

The implementation of the proposed method was carried out by using C# language 

within the Microsoft Visual Studio 2013 environment. For the CFA, the population 

size was set to 10. First, the validation of the proposed model was tested for 10 

independent runs. Table (4.3) describes the obtained results in term of TPR metric 

for each run. It can be seen that the proposed CFA classification method has 

successfully classified the KDD Cup 99 data, and it gives a good result where the 

TPR was varied between 91.24 and 92.71, and the average overall 10 independent 

runs is equal to 92.203. Table (4.4) presents a brief explanation of the functions 

used in the work. 
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Table (4.3): Experimental results for 10 independent runs of using the proposed method 

Runs TPR 

Run 1 92.651 

Run 2 91.239 

Run 3 92.581 

Run 4 91.302 

Run 5 92.489 

Run 6 92.460 

Run 7 92.548 

Run 8 92.591 

Run 9 92.711 

Run 10 91.462 

Best 

Worst 

Average 

92.711 

91.239 

92.203 
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Table (4.4): Description of used function on our work 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table (4.5) illustrates the comparison results of the proposed method with the other 

four techniques (DT, KNN, SVM, and Naïve Bayes). The compared results based 

1. CHelp class 

-Reading Train and Test data 

- Classifying records 

- for each Rule counting number of covered feature for each Record. 

- Rule Bruning 

- calculating fitness  

2. CRule class 

Contains rule represented by the following members: 

- Upper[], Lower[], Class name, Accuracy, Fitness, and Flag[]. 

Project class 

- GetAllRules()  : find and return generated Rules. 

- initialization 

- Record is Removed (--,--) : if record is covered by the rule the record will be removed from the train data. 

-Rule is Covered (--, --) : if record is covered by the Rule return true, otherwise return false. 

Record class 

This class represents each record contains the following members: 

- Record [], Class Name. 

Program class 

This class contains the main function and Number of runs with calculating the convusion matrix and printing the results. 
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on the five metrics (TPR, FPR, Precision Recall and AUC) are summarized in 

Table (4.5) and graphically shown in Figure (4.1) to Figure (4.4). All the reported 

performance results of the proposed method in Table (4.3) are averaged over 10 

independent runs. From Table (4.5) and Figure (4.1) to Figure (4.4), it can be seen 

clearly that the proposed CFA method has provided better results than all the other 

algorithms in terms of (TPR, Precision, Recall, and AUC) with good FPR. Since 

AUC metric is commonly used to distinguish the performance of more than one 

model [76], our proposed method wins in terms of this evaluation metrics, as 

shown clearly in Figure (4.2).  

                 Table (4.5): The comparison of classification results for the proposed 

method with different methods. 

Techniques TPR FPR Precision Recall AUC 

DT (J48) 0.918 0.028 0.931 0.918 0.936 

SVM (SMO) 0.746 0.024 0.911 0.746 0.790 

KNN (IBK) 0.740 0.022 0.878 0.740 0.874 

Naïve Bayes 0.703 0.186 0.855 0.703 0.803 

Proposed method 0.922    0.027    0.939    0.922     0.947    

 

In addition, further investigation the effectiveness and performance of the proposed 

method, we compared the results of the new method with those of [39]. This is 

because the same proportion of extracted training and testing datasets has been 
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used in both works. Table (4.6) illustrates the results of this comparison in terms of 

TPR evaluation metric.  

Table (4.6): The comparison of the proposed method with [39]. 

Method Number of used features TPR 

method in [39]        

41 71.087 

35 69.526 

30 69.538 

25 78.212 

20 91.362 

15 91.500 

10 92.051 

5 91.000 

Proposed method 41 92.203 

 

Results in Table (4.6) show that the current proposed method has performed better 

than the previous work in terms of TPR even when using different numbers of 

features. For instance, although the previous method has provided the highest TPR 

of 92.051, our new method was able to provide higher TPR than that without using 

feature selection. These results suggest that even without using any feature 

selection technique, the new method performs better. 

 

From these obtained results, we believe that the CFA can be used as another tool 

for data mining in IDS domain. The proposed CFA method was tested many times 
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in many different experiments, and it has provided the same results with (±0.2) 

error which shows the robustness, and the stability of the proposed model. 

 

 

Figure (4.1): Bar chart of different methods with different evaluation metrics.  

 

 

 

 

Figure (4.2): The AUC results for all different methods. 
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Figure.(4.3): Performance of different methods with different evaluation metrics. 

 

 

 

 

 

Figure: (4.4): Radar chart of all different methods with all different evaluation metrics. 
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CHAPTER FIVE 
 

CONCLUSION AND FUTURE WORKS 
 

5.1 Conclusion  

In this thesis, we investigated the use of the modified CFA for IDS as a new data 

mining tool. The CFA is modified to generate a set of rules for each class 

considered in the dataset. One of the basic advantages of CFA method is its 

simplicity and flexibility as the generated rules are only represented by two vectors 

(Upper and Lower), and they have been easily used for classification task. In Order 

to test the performance of the new suggested method, we used the KDD Cup 99 

dataset. The obtained results were promising and showing the efficiency of the 

proposed method. Moreover, the achieved results were assessed utilizing five 

performance metrics (TPR, FPR, Precision, Recall and AUC). Experimental results 

have also demonstrated that the proposed method offers a very competitive 

method, in comparison with many traditional classification methods (DT, NB, 

SVM, and KNN). Based on the above analysis, aside from the execution time, we 

conclude that the CFA should be considered as a potential tool for data mining.  

 

5.2 Future Works 

1. During the experiments, we observed that the main shortcoming of the 

proposed method is that it is time-consuming to find the rules. The execution 

time for training and testing processes for each run takes about 20 seconds. 

Although this is not a long time, this limitation is considered for future 

works to be further investigated. 
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2.  Using Mean[n], and Variance[n] which are sensitive to outliers instead of 

Max[n], and Min[n] for rules generation can be considered as future work. 

3. The proposed CFA data mining method can be used to solve the 

classification problem in different domains. 

4. Use feature selection with this method can be considered as future work.
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 الخالصة

في الوقت الحاضر ، مع االنتشار السريع لآلالت المتصلة بالشبكات وتقنيات اإلنترنت ، 

( متزايدا أكثر فأكثر. وبالتالي ، يتعين  IDS)أصبح طلب وجود  أنظمة كشف التسلل 

 ينغير المشروعة التي يقوم بها المهاجمون الخارجيالكشف عن العديد من األنشطة 

والداخليين. نتيجة لذلك فإن الكشف المبكر عن هذه األنشطة غير المشروعة ضروري 

لحماية البيانات والمعلومات. في هذه األطروحة ، نقوم بالتحقيق في استخدام خوارزمية 

ى حد علمنا ، هذه هي كأداة جديدة لحل مشكلة كشف التسلل. علالمعدلة  CFAالحبار 

كأداة الستخراج البيانات في هذا المجال من البحث. استنادا  CFAالمحاولة األولى الستخدام 

الختيار الميزات وتوليدها في بحوث سابقة، يبحث هذا العمل  CFAالى االستخدام الناجح لـ 

اسطة متجهين كُمنشئ للقواعد. سيتم تقديم القاعدة التي تم إنشاؤها بو CFAفي استخدام 

 Min(i)و Max(i)( ، حيث تشير كل من قيم  Min الحد األدنى((  و Max)الحد األقص

 KDDتم استخدام بيانات  . C  التي تنتمي إلى الفئة iالى الحد األقصى والحد األدنى للميزة 

Cup 99  ء الختبار كفاءة الطريقة المقترحة بناء على طرق التقييم المختلفة. تمت مقارنة أدا

( DTالطريقة الجديدة مع بعض الخوارزميات التقليدية المعروفة وهي شجرة القرار )

. بعد مقارنة الطريقة المقترحة بأداء KNN( و SVM( و)NBبايز ) مصنفو

الخوارزميات التقليدية األخرى ، تظهر النتائج التجريبية أن الطريقة المقترحة توضح أداء 

ظهرت النتائج التجريبية أن أ ر من الطرق األخرى.تصنيف جيد وتوفر نتائج أفضل بكثي

المعايير المستخدمة المقترحة توضح أداء تصنيف جيد من حيث  CFAطريقة تصنيف 

( والتي نجحت في TPR  ،FPR  ،Precision  ،AUC  ،Recall)للمقارنة والتي هي 

ن بي TPRمعيار ، وتعطي نتيجة جيدة حيث تم تنوع  KDD-Cup 99 تصنيف بيانات 

المقترحة نتائج أفضل  CFA. باإلضافة إلى ذلك ، توفر طريقة تصنيف 43.22و  42.39

 (.DT ، SVM ، KNN ، NBبكثير من أداء الطرق األخرى )
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 ثوختة

 

د سةردةمَى نهودا،ئامريَين ثةيوةنديكرنَى ب تورة و تةكنيكَين ئةنرتنَيتَى ظة دبةالظبوونةكا ب لةزدا تَى دثةريت 

ثرت بةرضاظ دبيت ، كو دئةجنامدا طةلةك ذ  (IDS، لةو داخازَى ب هةبوونا سيستةمَى ئاشكركرنا ظةدزينَى )

َيرشبةرَين دةرظة و نافخويى ثَى رادبن ئاشكةرا دكةتن.هةروةسا ذ ئةجنامَى ئة ظَى ضاالكيَين نةياسايى يَين ه

ئاشكةراكرنا ب لةز لسةر وان ضاالكيَين نة ياسايى. ثَيتظيةكة بو ثاراستنا وان داتا و ثَيزانينا.دئةظَى نامَى دا، مة 

رنا ظةدزينَى بكارئيناية.ل دويف وةكو ئاالظةكَى نوى ذبو ضارةسةركرنا طرفتا ئاشكةراك (CFAظةكولني لسةر )

وةكو ئاالظةك بو دةرئَيخستنا داتايان دظى بياظيدا و دئةظَى  (CFAزانينا مة،ئة ظة يةكةم هةولدانة كو )

وةكو دةسثَيكةك بو بنةمايان كار دكةتن،  (CFAئةظ ظةكولينة لسةر بكارئينانا ) ظةكولينَيدا بَيتة بكارئينان.

( كو Min( و )رادَى نَيزيك Maxاكرن ب هاريكاريا دوو ئاراستةيانة )رادَى دوير كو ئة بنةمايَين هاتينة ئاظ

يا كو  (iبو رادَى دوير و رادَى نَيزيك يا نيشانا ) Min (iو )   Max (iهةر بهايةك ئاماذةية بو )

بو تاقيكرنا شيانَين ثَيشنياركرى ل دويف رَيكَين  KDD Cup 99داتايَين  . (Cدطةهيتة طروثَى )

لسةنطاندنَين جياواز هاتيى بكارئينان ، هةروةسا هةظبةركرنةك دناظبةرا رَيكا نوى دطةل هندةك هة

( KNN)و   (SVMو ) (NB( و ثولينا بايز )DTخوارزميَين السييكرنَين بةرنياس وةكى دارا بريارَى )

ئةو ضةندة ديار دبيت  ديرت. هاتية كرن. ثشتى هةظبةركرنا رَيكا ثَيشنياركرى ب ئةجنامدانا خةوارزميَين السايَين

كو ئةجنامَين ئةز ئةزموونطةرى وَى راستيَى ددةتة خوياكرن كو رَيكا ثَيشنياركرى، ئاشكةراتر دياردبيت و ثولني و 

جنامَين جةر باندنَى نيشان دان كو رَيبازا  ئة ئةجنامَين باشرت ذطةلةك رَيكَين ديرت ب دةست دطةهةينيت.

 (TPR,FPR,Precision,AUC,Recall)ذبو بة رهة ظدانني  يفانَين يَى وارَى ث CFAدابةشكرنا 

كو ب باش نيشان ددةت  دَى بسةر كة ظن ب ئة جنامامةكَى  KDD-Cup 99َين كو د ظاظارتنا داتاتاَين 

 .  92.71تا      91.24 ( دنة ف بة را TPR)ستاندةرا 
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